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Unusable securitg & Privacg

Unpatcl’ieci Windows machines compromiseci in minutes
Pi’iisiiing web sites increasing bg 28% each month
Most PCs infected with spyware (avg. =25)

Users havc more Passworcis than thcg can rcmember anci Practice

oor password securit
peerp Y

Enterprises store confidential information on iaptops and mobile

cievices tiiat are icrcclucntlg lost or stolcn




Grand Cha"cngc

“Give end-users

securitg controls theg can uncierstancl
and Privacg theg can control for
the clgnamic, Pervasi\/e comPuting

environments of the future.”

~ Computing Research Association 2005




securitg controls theg can uncﬂerstaﬂcl

Pri\/acg theg can control




Just work




human computer interaction researchers
and usability professionals



Symposium On Usable Privacy and Security
(SOUPS)

July 6-8, 2005
Pittsburgh, PA USA
http://cups.cs.cmu.edu/soups/
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Problems and aPProaches
Passwords

ngbols & metaphors
Rethinki ng cookies

Making Web Privacg visible



Problems and

approaches




How do you stag safe

online?



%
TOP TEN CYBER SECy RITY TIPS
&

FOR TE NS, THEIR TEACHERS AND FAMILIES
| * Be a responsible
VICC 0

cyber citizen,
1400 u5e the Interner, youne
ek i, D% & cybar ciygan pored
3 its
Good Security HE

a citizen o T R st kst 3 g o o locat
e U 08 T S L b maikes peops )
ecier Keeh s, use g manpese eaponl the ams,
—
= html [5(Q~ Google = Use anti-virys software,
- 14 inv A
ity Tip STO4 4-003. admin
RT Cyber Security Tip fcastips/STO =
US-CE

lobal com

oot W 183 Brcrom that cah g o hon vecoas, eSS ey ormati, poiyres software is
=— Proatans ST Y8 and your compun e e atrss, But i oL L sten. v 1, anti-vings
oV Audio ¥ Programs need to be updated o caorty: CHECK with the wes sig o YOUr 30tivirus software
us-cert.g — ———— CERTPHONS O 50 350t g ety g
[ http: [/ www. —ee—— p——
oo 0O Myway Apple Am
| rew
MyAnd,
P3P
217
er 15
L,/’

company t's
5 In thelr tracks;

0 50me sample
Your software. Stop vinge

Do not open em

Delete emall from unknown source:

Weath
s
£ vap

N sources,

5 Watch out for filps ttached to p. Mails, particularly those With an “exe*
extension—even ¢ People you know sent them to you, Some files transport and distry bite viruses ang other programs
S- oat C2N permanently destry Mg i3 damage computars and yren SIS DO N0t forward e-mai i oy are not
Search U Bl s sy s . T
ity Ti... CERT Use hard-to-
5-CERT Cyber Secur g 7l
Do 4
—_— ntact
me | FAQ | Contact
Home

guess Password
PISSHOTCS cown on smal
are sopoy abou

o 04 0 S o ey e
e o SO e 5 o casy to

3 IS eryame s e Go ot st paunts e

0 anyone! e your s

-4, S TEAM

INESS

READ! »

| _| S — D E Y "

Do not write

hoice. In other words, if
Charge your password, rag
¥ that comdinations of

ey &nd don' give youy o Lo f
LSS UMbers and symicr are oy CrRek than JUst worgy
n ced Protect Computers with firewalls,
Instail firewalls for your family-it is not difficult, A firewall helps prevent hackers from breaking intg YOur computer ge
MERGENC > Advanced i omters t beong v s o FIowals bl preying ponent
OMPUTER E rch ICkiding your phone numbey pou et
ED STATES C 2 Sea
UN -

from stealing and using privse information
€41E NUMDETS, which may e sgorcr 0 & family compyter

Do not share access to your ¢

OMputers with strangers, Learn
bout file sharing risks,

m Bur computer ope;

per Alert Syste e

3 2stem may sllow othor comptere okl metwork, including the Internes,
s of Your computer in crdir tg This ability t0 share files ayn sed

©r ook at the files qry CGRDULer if you do not pay dose attention
B9ram help fies tg | cisable file sp, Do not share access

£ access the harg
2 Fect you
. Check your aperatin,

| CV e your computer wi

your c.
leam how to

O the Intemet makes syre &

SoLT COMPUter from the Intgene
er.

~up your Computer regularly,
ur family b,

264 4P 31l Pousenold computers onty exter

ol media such a5 €0's or diskestes,

; “
1on update

SonWare. Comganigs ey
Itis a goog

”
Patches”,

Meke software reresse
1982 10 check for sacuriy

your family to check Computer Security on a regular
Compuser secun
£k for all o the

o e ey OB e, g e v v 1€ Cocks for oyl avings
Cems e oy
. ? .
our information LS o LT ey Cybersmarey, wcypersms .
etoy! ical 0 k22 compiters ang cypepern Soucton oy D4Rl s necenary ot
1 g Bl - responsivie ang ef fective computer and Internet use,
not, gain physi Jeaning Nt o e bie and effecs ter and Tvecres
jtimately or not, 98 P50
legitimal membe! ur
1 -workers, s to your
2 ang g, tes, CO wm remote acces connectittoa
" Kors, o ive s ONling T for 3y uld ga ter and con r
» pre . The Adyjg 0 CO mpute you
Nellreg redair . 7 thomlonge 18 and gy have a COMD =2 rupting
Out .. " holp, 950 g o Sy ore s you ssing O
Misygg "0

ing else access o
a magke it more difficul

ay from
, ly step aw

it. Even if you on stroy of
ay from l:orE ::meone else to de

ough time 107 S5

Th o br
] C9other 2 or

tome,
Saf,
Leay, hon, 1:’y

© Gegp
5t users 10
e o

e o5t
b opy? Salge
SOUrceg )y, O
yd dogigs they
Vs use of ;;gs Bboyy




Experts recommend. ..
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After insta"ing all that

sccunty and Privacg
software



Do you have any time left to
gct any work done?




Seconclarg tasks




APProachcs to usable

secu rity

- Make it “just work”

Invisible securitg

- Make securitg/ Privacg understandable

Make it visible
Make it intuitive

Use metaPhors that users can relate to

~ Train the user







Firefox sccuritg assuml:)tions

I Users want to believe that their Proclucts are
keepi ng them secure.

Users do not want to be resl:)onsible for, nor
concern themselves with, their own security.

We know more about securitg than our users

do.
- Blake Ross @




Make decisions

~ Developers

should not

exl:)ect users to
make decisions
theg themselves

can’t make




Present choices) glels

dilemmas

— Chris Nodder
(in charge of user

experience for XP SP2)




|

A script from "http: /fzesty.ca™ has requested Universal¥PConnect privileges. You should grant
these privileges only if you are comfortable downloading and executing a program from this
source. Do you wish to allow these privileges?

[] Remember this decision




Security Warning
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Do you want to install and run "MSN Chat Control
5.2.310.2401" signed on 10/27/2003 2:12 PM and

distributed by:

Microsoft Comporation MSN

Publisher authenticity verfied by Microsoft Code Signing
PCA

Caution: Microsoft Comporation MSN asserts that this
content is safe. You should only install/view this content if
you trust Microsoft Corporation MSN to make that
assertion.

Always trust content from Microsoft Corporation MSN




.
Internet Explorer - Security Warning

Do you want to install this software?

—ml Mame: MSN Chat Control 9.2.310.2401

Publisher: Microsoft Corporation MSN

() Always install software from "Microsoft Corporation MSH"

() Never install software From "Microsoft Corporation MSN"

(%) Ask me every time

Fewer options | Install ] [ Don't Install

While files from the Internet can be useful, this file type can potentially harm
vour computer, Only install software from publishers you trust, What's the risk?




Summargz

Problems and aPProacl’mes

- Users don’t want to
zpencl time acti\/elg

ealing with securitg and
Privacg
- Securitg and Privacg are
secondarg tasks

~ General aPProaches

Make itjust work
Make security / Privacg

understandable

Train the user

- Present choices, not

dilemmas




Passwords




Tgl:)ical advice

- Pick a hard to guess Passworc]
- Donrn’tuse it anywhere else
- Change it often

- Don’t write it down




What do users do when every

web site wants a Passworc]?




Bank = b3ayZz
Amazon = aab6xl

Phonebill = p$2$+tal

29






Password |<ee|:>er software

- Run on PC or handheld

~ Oﬂlg rc—:member onc PaSSWOT’Cl




Single sign—-on

-~ Login once to get access to all
your Passworcls




Biometrics

55



w

Graphical Passwords

Drawing-Based

Position-Based

Template

Chosen
Position

1J

54



Relg on “{:orgottcn

Passworcl” mechanism

~ Email Passworcl or magic URL to
address on file

- Cha”enge questions




ﬁO’O ) O'Reilly Login a
:[ 4. > ] [ﬁ}] [@] [ A A] [c] [+] @ https://members.oreilly.com/cs/members/lostpw?x-url=https%3.& ~ Q- Google

_EEE] Mapsv Weather 15217 P3P MyAndrew MyWay Apple Amazon Newsv CMUv Audiov demov adminv .Mac eBay Yahoo!

O'Reilly Login — e E—

O'Rellly Login

O’REILLY"

oreilly.com - Safari Bookshelf - O'Reilly Network - MacDevCenter.com - ONDotnet.com - ONJava.com - ONLamp.com - Perl.com - WindowsDevCenter.c

Subscribe to

. . Safari

Enter your email address here and press Submit. Safari Bookshelf
premier electror
library for progr

Forgotten your password?

( Submit ) IT professionals.
When you get the email, you can login here. Shop Online
Save time. We'll
Your login and a new password will be emailed to you immediately. your address so
Need help? Send us an email. have to re-enter
you order.

Your privacy is important to us. Please read our privacy policy.

Contact Us Manage Your A

Check your orde
status, view ordi *

v
MANINO MOLIE Dy

)< »
V.

s
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Prol:)osal

- Whg not make this the normal
way to access inFrequentlg used

sites”




5ummar9: Solving the

Passworcl Proli{:eration Problem

- Existing solutions such as Passworcl keepers
and ﬁngerl:)rint readers allow users to cope, but
still have Problems

- Graphical Passworcls look Promising, but more
research needed

~ Need to think about solutions that eliminate
Passworcls altogether




ngbols &
Metaphors







Cookie flag

o

e

Netscape SSL icons

v

S ® Internet

IE6 cookie flag
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www.amazon.com f@

\

Firefox SSL icon



OO O Amazon.com Sign In —

@v = @ @ B htep: / /www.amazon.com, v | [G]r 3

Firefox Help Firefox Support Plug-in FAQ

j ¥ Musical @Mazoncom. 7 view canT | wisust | -,voungm

OO O Amazon.com: Your Account [ |

e > & G

Firefox Help Firefox Support Plug-in FAQ

’ Shop in amazoncom. \Uvusw CART | WISHLIST | « YOUR ACCOUNT ) |
= Sports !
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L. . = http: //zesty.ca/private.htm|
e e Name:

Password:

__| Remember this password

(_Cancel ) (_Login )

Follow this link to enter thelprivate B.I‘Eﬂlﬂf this site.

—— e e e e e | e L

7le
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Whg doluse a ‘ccg
rather than a pen to
make a cligital signaturc?




Privacy Bird icons

7B | [rerra

/ N

Privacy policy Privacy policy
matches user’s does not
privacy preferences match user’s

privacy

preferences

45
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Summargz ngbols &

Metal:)hors

~ Potential to make 5ccuritg and Privacg
concepts unclerstanclable

- Many are non-intuitive, too subtle, and
easilg misinterpretecl

- Need to rethin K some omc tl’lé symbols ancl

metaphors we have been using




Rethinking cookies




Privacy Alert

fiF —1. The "web zite "'do |u|:|| click. rll"l' haz requested to zave a file on pour
ok ormputer called a "cookie.” This file may be uzed to track uzage
infarmation. Do wou want o allow this??

Elock Cookie
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J Back - X | Search Fawvorites b,{* Media

£ | hitp:/fwww.nytimes.com/2004/03/31/technology/3 1CND-GOOGLE himi?hp

Acumen - user menu - sites using cookies: % @ m3.doubledick.net ~ www.nytimes.com -

Ehe New Hork Times Website: m3.doubleclick.net
Basics

imes: Home - Site Index - Archive - Help W site cookies blocked by rule

allow site cookies

o to a Section % || Go Cluotes:

5/% users who have visited site block
@ site's cookies {1 explicitly, 4 by rule)
-mavens: 22 (0,2}

More detail
m3.doubleclick.net's cookies

HYTimes.com > Technology child sites: none

parent sites: @ doubledick.net

(oogle Planning to Roll Out E-M

System data

number of users: 9

Bv JOHN MARKOQFF number of websites: 2590

! number of webpages: 30215

Fublished: March 31, 2004

AN FEANCISCO_ March 31 — Google Inc., the «
planning to up the ante in its competition with Y.
a new consumer-oriented electronic mail service.

e L T T T P e " s e L




File Edit View History J{slsl{iElsds Help

9
jw ¢ | H hup: /g

% Google News
‘v Slashdot

| Lambda the Ultimate | Programmigg Languages Weblog
4 Kingman Hall Home Page
E~ Ping's friends on LiveJournal

Adwvanced Search
Preforences

i:l_hhttp:f;umw.livejnurnal.mm;
v New Session at livejournal.com
| v LiveJournal, logged in

Livelournal.com

New Session at livejournal.co
V E v Iy LiveJournal (as Alice)
Y LiveJournal (as Bob)

Home | Site Map | News |

# Show All Bookmarks N®B |
Add Bookmark... ¥D
Add Bookmark Folder {r3EnN
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Summargz

Rethinkin g cookies

~ Current browser cookie interfaces still don’t
ma|<e sense to users

-~ New aPProaches should be explorecl and tested

Make cookies more visible
Use communitg recommendations to manage cookies

Replace cookies with Personalized bookmarks in the

user interface




Making Web

Privacy visible




Privacg

“the claim of individuals. .. to
determine for themselves when, how,
and to what extent information
about them is communicated to

others.”
- Alan Westin, 1967




Process

¢«

Fach individual is continua”g

engagecl N a Personal adjustment

process in which he balances the
desire for Privacg with the desire for

)

disclosure and communication. ...’
- Alan Westin, 1967




Web site Privacg Policies

- Mang Postecl

- Few rc—:acl




What it your browser

could read Privacg

Policies for 9ou?




Platform for Privacg

Preferences (P3P)

- 2002 WAC Recommendation

- XML format for web

Drivacy Policies

Protocol enables clients
to locate ancl Fetclﬁ
po icies from servers




P3P /XML encoding

<POLICIES xmlns="http://www.w3.0rg/2002/01/P3Pv1"> €&
<POLICY discuri="http://p3pbook.com/privacy.html"

name="policy"> — \ Location of

/<ENTITY> P3P policy name human-readable

<DATA-GROUP> rivacy pbolic
<DATA P yP /

Site's ref="#business.contact-info.online.email">privacy@p3pbook.com
name </DATA>

and < <DATA

ref="#business.contact-info.online.uri">http://p3pbook.com/
contact </DATA>

info <DATA ref="#business.name">Web Privacy With P3P</DATA>
</DATA-GROUP>

\</ENTITY> / Access disclosure
<ACCESS><nonident/></ACCESS> Human-readable

<STATEMENT> explanation
<CONSEQUENCE>We keep standard web server logs.</CONSEQUENCE>

<PURPOSE><admin/><current/><develop/></PURPOSE><1________|4OM/daTarnay
<RECIPIENT><ours/></RECIPIENT> b d
<RETENTION><indefinitely/></RETENTION> e use
<DATA-GROUP> Data recipients
<DATA ref="#dynamic.clickstream"/>
<DATA ref="#dynamic.http"/> DGTGPQTCHTRN]pO“CY
</DATA-GROUP>
\</ STATEMENT> Types of data collected

</POLICY>
</POLICIES>

P3P version

JU2W2a4DiS
AL




P3P aclol:)tion

- Web site acloption as of May 2005

15% of tOP 2000 domains
21% of toP 500 domains
29% of top 100 domains

- User agents

| imited P3P gunctionalitg in IES and Navigator 7
Other P3P user agents available




AT&T Privacg Bird

- P3P user agent

- Free download
http: // Privacgbircl.com /

~ Compares user

Premcerences
with P3P Policies




/3 shane 2achary Cranor's Home Page - Microsoft I
File Edit View Favorites Tools Help

= Back ~ o 2] 4t ‘Qisearch [E]Favorites {fMedia <4
Address |«__~_j http:/{shane.cranor.orgf

Shane Zachary Cranor

Photo Album | Latest Photos | 2001 Favorite
Photos | 2002 Favorite Photos | 2003 Favorite
Photos

Watch a movie of Shane at 2 1/4 putting on his
sandals and talking about mowing the lawn. "What am
| doing?!" he asks. "I'm putting them on slowly," he says
(he really means "loosely"). If vou are not sure what

he's saying, read the transcript.

Shane's Photo Album

ane at 24-25 Months

= at 26-27 Months liat: — -
% Internet



/a Shane Zachary Cranor's Home Page - Micrc i ‘ernet Ex [77}’ Q ;@ﬁ

File Edit View Favorites Tools Help n
= Back ~ D 2] 4t Qsearch [EFavortes {Media (4 ZNv Sh
Address Ig_j http:{{shane.cranor.orgf ﬂ o’Go | Links

Shane ZaChar\ Shane Cranor's Home Page Privacy Practices

Privacy Policy Check

Shane Cranor's Home Page's privacy policy matches your preferences.

Privacy Policy Summary

This site has the following statements in its policy:
= Site Statement 1

Site Statement 1
Types of information Collected:

Shanels PhOtO Albun s HTTP protocol information

n  Click-stream information

How your information will be used:

= Research and development
= To complete the activity for which the data was provided
= Web site and system administration

Who will use your information:

= This web site and its agents




3 1-800-FLOWERS.COM - Flowers, Plants, Gourmet and Sweets, Unique Gifts alE1 a3 N)... =] E3| L| N k fo

E“1 1-800-FLOWERS.COM - Flowers, Plants, Gourmet and Sweets, Unique Gifts and Specialty Boutiques - Microsoft Internet Explorg

' y . BN a @ @B 5 opt-out page

v

Back Stop  Refresh Home Search Favorites History M ail Print Edit

Addess |1 o /13000
1-800-Flowers.com, Inc. Privacy Practices -
1-800-flower

SRS privacy Policy Check A

1-800-Flowers.com, Inc.'s priyacy policy does not match your
preferences:

|

e Unlgss you opt-out, site myy share financial information or information about
yourpurchases with othef companies {other than those helping the site provide

services to you)
may events: = e Unless you opt-out, site may share information that personally identifies you
[27]Memorial Day with other companies (other than those helping the site provide services to

you)

Privacy Policy Summary

This site has the following statements in its policy:

e Site Statement 1 - All users and customers

Site Statement 1 - All users and customers

Tvmnmae nd infnrmmntinn Callartard-




How can | find a site that
will Protect my Privacg?




= G()Ogle“‘

'send flowers - (P3P Google Search ) Preference Level: O ® O

- (Change Google API Key )

One search today using this Google API key.
(/77

www. flower-delivery-flowers.com/ - 33k - Cached - Similar Pages
Policy retrieval time: 0 secs

“B| Send Fresh FLOWERS 35% - 55% OFF

. sl FLOWERS FLORIST - Send Flowers Online at 1-800-FLORALS Florist ..
Send flowers online! Award-winning online florist delivery. Same-day and next- day
fresh flower delivery in the USA and Canada. Order flowers, roses .
www.800florals.com/ - 44k - Cached - Similar Pages
Policy retrieval time: 0 secs

(me~? =4 1.800-FLOWERS.COM, welcome to our store
1-800-FLOWERS.COM, welcome to our store.

www. 1800flowers.com/ - 2k - Cached - Similar Pages
Policy retrieval time: 1 secs

FTD.COM - Welcome to FTD.COM - Flower Bouguets and Gifts for All ...

FTD.COM - Same day delivery of flower arrangements, roses, bouquets, plants and
other gifts for anniversaries, birthdays, new babies, housewarming, ...
www.ftd.com/ - 51k - Cached - Similar Pages

Policy retrieval time: 0 secs

FLORIST FLOWERS - Florist flower delivery and Mother's Day Flowers ...

67



Wireless Privacg

- Many users unaware that
communications over wireless
computer networks are not
Private




Wall of sheep
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Defcon 2004
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Pcripl’meral clisplag

~ Héll:) users form more accurate

expectations of Privacg

- Without ma‘dng the Problem

WOrIrsc







E‘_xperimental trial

-1 subjects in student Worksl:)ace

- Data collected bg survey and trathc
analgsis

- Did theg refine their exPectations of
Privacg?




Results

- No Clﬁange in behavior

— Peripheral Aisplag raised Erivacg

awareness in student \Vely space

- But theﬂ didn’t rea”g get it




Privacg awareness increased

I feel like my information / activity /
Privacg are not being Protecteci
seems like someone can monitor or
get my information from my

computer, or even Publislﬁ them.”




But only while the clisplag

was on

“Now that words [Projectecl on
the wall] are gone, i go back to

the same.”




“Now that words [Projectecl on

the wall] are gone, i go back to

the same.”




securitg controls theg can uncﬂerstaﬂcl

Pri\/acg theg can control




CMU Usable Privacy and Security Laboratory
hitp://cups.cs.cmu.edu/

Carnegie Mellon




