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The World Wide Web Consortium (W3C) has developed a new protocol, called the Platform for Privacy Preferences (P3P), which provides a standard way for web sites to communicate their privacy policies. P3P includes standard machine-readable privacy policy syntax as well as a simple protocol that web browsers and other user agent tools can use to fetch P3P privacy policies automatically. P3P-enabled web browsers can allow users to do selective cookie blocking based on site privacy policies, as well as to get a quick “snap shot” of a site’s privacy policies. P3P is already built into the Microsoft Internet Explorer 6 (IE6) web browser, and a P3P plug-in has been developed by AT&T (see http://privacy.att.net/). Hundreds of web sites have already implemented P3P, and several tools are available to help companies create and manage P3P files.

The P3P specification is still going through the last stages of the W3C process. After a final review by the W3C membership, it is expected to become an official “Recommendation” this Spring. But web sites can start implementing P3P today.

How P3P Works

The P3P protocol is a simple extension to the HTTP protocol used by web browsers. P3P user agents use standard HTTP requests to fetch a P3P policy reference file from a special “well-known location” on the web site to which a user is making a request. The policy reference file indicates the location of the P3P policy file that applies to each part of the web site. There might be one policy for the entire site, or several different policies that each cover a different part of the site. The user agent can then fetch the appropriate policy, parse it, and take action according to the user’s preferences. 

P3P also allows sites to place policy reference files in locations other than the well-known location. In these cases, the site must declare the location of the policy reference file using a special HTTP header or by embedding a LINK tag in the HTML files to which the P3P policies apply.

P3P files are encoded using a language called the Extensible Markup Language (XML). This language is meant to be read by computers, not web users. P3P user agents can read this language, and display information about a site’s P3P policy in English or another human-readable language.

P3P Deployment Overview

Some of the first questions webmasters ask when they are considering deploying P3P on their sites, are “how long is this going to take?” and “how difficult is this going to be?” The answers to these questions depend on the details of each particular web site. A small company that already has a privacy policy posted on its site should be able to deploy P3P in a few hours–the technical work may even take less than fifteen minutes. A large company may need to have their attorneys spend time reviewing their P3P policy, and they may need to figure out the best way to deploy P3P on a large number of servers around the world. Companies that provide “third-party” web services such as advertising agencies and content distribution networks may have some more complicated decisions to make as well. 

To help you estimate how much work it will be to deploy P3P on a particular site, here is an outline of the basic steps involved.

1. Create a privacy policy. The privacy policy needs to include enough details to be able to use it to create a P3P policy. If you have already created a detailed policy for the site, you may still have a few questions to revisit when you create the P3P policy, but you will have already done most of the difficult work. Here are the key points that should be included in a privacy policy that will be used to create a P3P policy:

· The name and contact information for the company or organization.

· A statement about the kind of access provided (can people find out what information is held about them, and if so how can they get this access?).

· A statement about what privacy laws the company complies with, what privacy seal programs they participate in, and other mechanisms available to customers for resolving privacy disputes. This statement may also describe what remedies are offered should a privacy policy breach occur.

· A description of the kinds of data collected, including what kinds of data may be linked to cookies.

· A description of how collected data is used, and whether individuals can opt-in or opt-out of any of these uses.

· Information about whether data may be shared with other companies, and if so, under what conditions and whether or not consumers can opt-in or opt-out of this.

· Information about the site’s data retention policy, if any.

· Information about how consumers can take advantage of opt-in or opt-out opportunities.

2. Determine whether you want to have one P3P policy for the entire site or different P3P policies for different parts of the site. If the site already has multiple privacy policies, then you will probably want to have multiple P3P policies as well. For example, some sites have different policies associated with different types of services they offer. Even if the site has a single, comprehensive policy, you may want to have multiple P3P policies. For example, the site’s privacy policy might include a statement like “We do not collect personally identifiable information from visitors except when they fill out a form to order a product from us.” You might wish to create two P3P policies—one for use on most of the site where there are no forms, and the other for use specifically on the parts of the site where visitors fill out forms to order products.

3. Create a P3P policy (or policies) for the site. You can use a P3P policy generator tool to create a P3P policy without having to learn XML. 

4. Create a policy reference file for the site. Most of the policy generator tools will help you create a policy reference file too. 

5. Configure the web server server for P3P. On most sites this can be done by simply placing the P3P policy and policy reference files on the web server in the proper locations. However, some sites will want to configure their servers to send a special P3P header with every HTTP response, and some will want to add LINK tags to their HTML content. Some sites will also want to send compact versions of P3P policies with set cookie requests.

6. Test the site to make sure it is properly P3P enabled. The W3C P3P Validator tool can be used to test a site and report back a list of any problems it finds. Of course, this tool cannot verify that a P3P policy matches a privacy policy or that either policy conforms to actual practices. But it can make sure that policy and policy reference files are syntactically correct and that you’ve configured everything properly. You can try the W3C P3P Validator at http://www.w3.org/P3P/validator/.
Generating a P3P Policy and Policy Reference File

The easiest way to create a P3P policy and policy reference file is usually to use a P3P policy generator or editor tool. One good P3P policy generator you may want to try is the P3P Policy Editor from IBM. This tool features a drag-and-drop interface that lets you edit P3P policies by dragging icons representing P3P data elements and data categories into an editing window. The tool also has pop-up windows that let you set the properties associated with each data element (purpose, recipient, etc.) and also fill out general information about the site’s privacy practices. You can view the XML that has been created as you add each data element, as well as a corresponding human-readable version of the policy. There is also a useful errors tab that indicates problems with your policy, such as leaving out information in required fields. The tool comes with good documentation, and a set of templates for typical web sites. This tool can also create policy reference files. It is available for free download from the IBM Alphaworks web site at http://www.alphaworks.ibm.com/tech/p3peditor. 

Compact Policies

P3P-enabled web sites have the option of providing short summaries of their policies with respect to cookies in HTTP response headers that set cookies. These compact policies are provided in addition to a site’s full P3P policies, and are designed as an optimization to allow for cookie processing to proceed at the same time that a full P3P policy is being evaluated. Sites can only use compact policies if they set cookies. While the compact policy is entirely optional for P3P-enabled web sites, note that IE6 relies heavily on the compact policy. Many sites that set “third-party” cookies and do not use P3P compact policies are finding that IE6 blocks their cookies. For detailed information on IE6 P3P settings and cookie blocking, see http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnpriv/html/ie6privacyfeature.asp.
Simple P3P-Enabled Website Example

Many sites, including personal home pages and sites designed primarily to provide information (as opposed to those designed to sell things or provide interactive services), have very simple privacy policies. They tend to collect minimal amounts of data, and generally will either commit to using that data in very limited ways, or make no commitment that might limit future use of that data. Furthermore, for these simple sites one P3P policy is probably sufficient for the entire site.

Here is an examples of a policy reference file for a simple site named Example.Com that has one policy for the entire site. This policy reference file is placed at the well known location (/w3c/p3p.xml). This file also includes the site’s P3P policy. The policy reference file and policy expiry are set to 10 days. The policy for this site also applies to all the cookies set by this site. Example.com keeps typical web logs. These logs are kept indefinitely and are used to diagnose problems with the web site. They are not shared with other companies; however, they are sometimes analyzed in order to gain insights into how people are using the web site.

<META xmlns="http://www.w3.org/2001/12/P3Pv1">

  <POLICY-REFERENCES>

    <EXPIRY max-age="864000"/> <!-- 10 days -->

    <POLICY-REF about="#policy1">

      <INCLUDE>/*</INCLUDE>

      <COOKIE-INCLUDE/>

    </POLICY-REF>

  </POLICY-REFERENCES>  

  <POLICIES>

  <POLICY discuri = "http://www.example.com/privacy/policy.html"

     name="policy1"> 

  <EXPIRY max-age="864000"/> <!-- 10 days -->

    <ENTITY>

      <DATA-GROUP>

        <DATA ref="business.name">Example Corp.</DATA>

        <!-- it's a good idea to include an email address or

             other contact information here as well -->

      </DATA-GROUP>

    </ENTITY>

    <ACCESS><nonident/></ACCESS> <!-- no identified data collected -->

    <!-- if the site has a dispute resolution procedure that it follows 

         follows, a DISPUTES-GROUP should be included here -->

    <STATEMENT>

      <PURPOSE><current/><admin/><develop/></PURPOSE>

      <RECIPIENT><ours/></RECIPIENT>

      <RETENTION><indefinitely/><RETENTION>

      <DATA-GROUP>

        <DATA ref="#dynamic.clickstream"/>

        <DATA ref="#dynamic.http"/>

      </DATA-GROUP>

    </STATEMENT>

  </POLICY>

  </POLICIES>

</META>

For More Information

For more information about P3P, see http://www.w3.org/P3P/ and http://p3ptoolbox.org/. 
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