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 Overview of CERT®/CC

e Intruders

* Denial of service attacks

* Defining & handling a vulnerability
* Vulnerability trends

 Malware

* Phishing attacks
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« CERT®/CC is the center of Internet security
expertise. It is located in the Software
Engineering Institute operated by Carnegie
Mellon University.

« CERT®/CC was established in 1988 on the heels
of the Morris worm that created havoc on the
ARPANET, the precursor to what is the Internet
today. B |
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 Ensure confidentiality and impartiality

- We do not identify victims but can pass information
anonymously and describe activity without attribution

* Provide trusted, unbiased information
- We do not sell consulting services or software

- We do not overstate or understate the risks of
vulnerabilities or incident activity

- We work indiscriminately with vendors
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CERT®/CC Mission

CERT

Coordination
Center

* Internet Security Threats
- ldentify
- Coordinate
- Remediate
- Research
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CERT®/CC Teams

CERT

Coordination
Center

Vulnerability
Handling

Analyze flaws
in Internet
Systems

Incident
Handling

Measure
exploitation of
flaws, assist in

remediation
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Artifact
Analysis

Study intruder
developed
code to exploit
flaws
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« Script kiddies
* Industrial spy
* Insider

 Foreign government
 Criminals

* Organized crime

A
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Denial of Service (DoS) Coordination
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* Interferes with normal operation of a service

« Common examples:

- Vulnerability attack
Takes advantage of a known vulnerability in software

- Flooding attack
Send vast number of messages to consume key resources

Attacker

Victim
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Distributed Denial of Service (DDoS) gEdli:s;lt-ion

Center
Attacker
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* By our definition, a vulnerability

- Consists of a set of conditions that when present together:
 Violates an explicit or implicit security policy
» Usually caused by a software defect
» Often results in unexpected behaviour
* A vulnerability is not a:

- Trojan horse, virus, worm, scanner, rootkit
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 Receive vulnerability reports
- Proactively monitor public sources of vulnerability information
- Direct reports

* Verify and analyze reports
- Is this really a vulnerability?
- What is impact of vulnerability?
- How many systems/types of systems are affected?
- Are exploits available or in circulation?
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 Coordinate with:
- Vulnerability reporters
- Vendors
- Internet experts

 Publish information about vulnerabilities and
countermeasures
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* Full disclosure
- Full details disclosed to the public

 Non disclosure
- No details disclosed to the public

« Responsible disclosure

- Details are provided to vendor providing the opportunity to
make solutions and workarounds available

- Minimizes the impact of the necessary disclosure of
information
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* The Morris Worm
- November 2, 1988
- Finger daemon
- Buffer overflow

November 1988
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e DOS 4.0 and Windows 2.0

EPaint - (untitled) BU/INYE
Resinie fLLFY i
Move ALt+F7

E Uiew Special

A= s[—] =] »[—]

C:QUANTUM \WIN2

Uolume in drive A is MS-DOS 4_01 gg;EEﬁFg:E L?EREBEUN ::i:g
. . i ) "

Uqlume Serial Number is 1963-110A EeT RN ERE RGN TR

Directory of A:N\

Hynimize  ALt+F9
Magimize Alt+F10

Close Alt+F4

OMMAND COM 37557 04-07-89 12:00a ontrol Fane
EXE 60935 04-07-89 12:00a Installation Setup Preferences
COM 22875 04-07-89 12:00a
coM 11456 04-07-89 12:00a e Zate
4 File(s) 1252352 bytes free [12:9‘“5“ AN ( 1/89/95
Double Click
Slow Fast

Cursor Blink
Slow Fast

S-DOS Version 4.01
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« 60,000 hosts
* Relatively slow network connections
* Primarily UNIX systems
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Finger Daemon Goordinalicn

« Common on UNIX systems
 Listens on TCP port 79

« Answers requests for information about user
accounts
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Buffer Overflow Coordination
User Input Fixed Buffer Adjacent Memory
88B88B88BBBITTTT
Memory OK
BBBBBBBBBBBBBBBEEE|
Buffer Overflow
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« Windows XP, Linux, Mac OS X

Home

Most Used Applications
%, Control Center
@ Web Browser (Mozilla Firefox)

@ Grab File Edit
(@ Desktop Settings Wizard

% Web Browser (Konqueror) A
4 Internet Messenger (Gaim Internet Messenger)

All Applications

Capture Window Help Fri 9:32 PM

[E3 Debian » Macintosh HD
[&] Development 4
£ Editors »
(A Edutainment » :
»

) 5 Shared Disk
@&/ Internet ¥ & ADSL/PPPOE configuration

| © Multimedia ¥ 1% Download Manager (KGet)
& Office » 3 Instant Messenger (Kopete)
<, Settings » & Internet Dial-up Tool (KPPP)
@ System » 4 Internet Messenger (Gaim Internet M G4 Server Disk
& Toys » & IRC Client (KSirc)
¢ Utilities 4 Mail Client (KMail)
@) Lost & Found » % Mozilla Composer
| Find Files & Mozilla Web Browser
& Help [=] News Reader (KNode)
A Personal Files (Home) # Remote Desktop Connection
i Actions & Videoconferencing (GnomeMeeting)
i Bookmarks » @ web Bookmarks

"] < Quick Browser > @ Web Browser
€ Run Command... % Web Browser (Konqueror)
B Lock Screen @ Web Browser (Mozilla Firefox)
[@ Logout... -+ More Applications

WANTAR BB
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Today (2005)
» Over 300,000,000 hosts
» Broadband connections

» Operating systems with rich
Internet features

> Mobile and wireless devices
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* Increased client-based vulnerabilities
- Instant messaging
E Web browse rs —_——

bugagEsecuityfocus.com

(GLSA 200502-12 ] Webmi: Information leak in Gentoo binary package

February 11,2005 1006:34 PM +0100

- Email applications T -

Gentoo Linux Security Advisory GLsA: < A4S ow hp:/ fwww.cnn.com/ v [}
hito //securty gentooorg CM Internstionsl edition | () Netscape
.COM. g B MAE e YOURHOME PAGE

Severicy Normal it B
e formaton sk e iy Q| Bad Credit EEREERENEY - IRl A
Soge 7 Refinance [ i i o 0 I 1 C E G G
I 1D 200502-12 2 P Free - Up 0.4 Offers i 60 secons [0 [ I3 I I I N 0 K N K T2

8ob Hanson

day, March 21, 200 ‘The suspect In the kidnapping and Killing of 9-year-old Jessica Marle
= >BREAKING NEWS [0 000 larged with capital murdor. Detalia soon.

Bob Hanson

Since | ' make 0 cas st right, do You have the programming assigrmenc SEARCH © mewer Coweom [ XN roveedby YasoOLswh
for this week?

Damon Morda
Yeah, | can send that over to you. We learned about C# last night and the
programming assignment s fairly simple.

’ T WoRENEWS  Emmmmm
Schiavo family arrive fOr . j,c,,, sor incourtanertate amval 4 viseo
federal hearin - Caplalmurdercharg for suspected hia Kler |+ Vidsa
* Amanes new aecureycounch| mercive
*Exromscutor avs e eotJova offbres
maeccatl siner Boby Short dead

» 1 believe it is due in two weeks. Do you have the class schedule handy? it
should say on there.

Bob Hanson
Yemn e paomes +Camilla can be queen, British official says

+ CNNMoney: Winners lose In otto foul up | + Video
+leeland grants ciizenship to fugitive chess champ

Damon Morda
Great. He said we are allowed to work in groups so would you ke to work on this
together? We can probably get it done in a few hours at the computer lab.

Bob Hanson CNNRADIO  VIDEO e oces @
efinitely - 1 could use a hand getting the mental rust out of my brain (& Ustentolatest  George Lucas tiks about
Definitely - | could use  hand getting the mental rust out of my brain (& Spdatess e final movie in e Siar

Damon Morda
Ok, sounds good. Let's meet tomorrow around noon In the computer lab. Thanks
Bobt Cya tomorrow!

Wars'series

‘o Schiavo'sfathr, Bob Schindler, amves for  YWATCH CNNTV e
)
Following the abduction and death a Fioida gir
Afederal courtn Tampa, Florida, scheduled a3 we'l examine what parents and law enforcement
P hearing i Ter Schiavo's case afterher  can do to protsctour chldren
Your E-mai Alerts | Paren's pettoned to have the brain.damaged

/ 80b Hanson

rosident Bush signed into law a bill authorizing
he federal cours 0 review the case.
— BUSINESS st

cnntoco
TV Commer
Done
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* Access to a large number of users
« Social engineering
« Software vulnerabilities i

Bob Hanson
Since I didn't make it to class last night, do you have the programming assignment
for this week?

Bob Hanson —

Damon Morda
Yeah, | can send that over to you. We learned about C# last night and the
programming assignment is fairly simple.

» | believe it is due in two weeks. Do you have the class schedule handy? It
should say on there.

Bob Hanson
Yeah, it's two weeks.

Damon Morda
Great. He said we are allowed to work in groups so would you like to work on this
together? We can probably get it done in a few hours at the computer lab.

Bob Hanson
Definitely - | could use a hand getting the mental rust out of my brain (&

Damon Morda
Ok, sounds good. Let's meet tomorrow around noon in the computer lab. Thanks
Bob! Cya tomorrow!

/ Bob Hanson
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 February 8, 2005

- Microsoft releases security bulletin about MSN Messenger
- Flaw in PNG processing

 February 9, 2005

- Exploit code released
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Web Browsing

The Modern Web Browser

2 Welcome to MSN.com - Microsoft Internet Explorer,

« Scripting

* ActiveX

* Plug-ins
 Windows Media
« DHTML

File Edit View

Q- © X[

Favorites

Tools Help

) /,\'Search JL/ Favarites 6‘1 -

CEX

Address l@ http:f fwwww . msn.com

v‘ Go Links

Great Deal: MSN 9 Internet Access

News & Sports

Thursday, Mar 10

Create your online space with MSN Spaces - It's free! A

HOTMAIL MESSENGER MY MSN  SIGN IN

MSN VYideo
° J News STATE PARN
ava Slate Magazine Lessons From : 9ﬁur v e top 10 & 7
Sports by FOX Sports the Fa" st t_JkHLHLBL li t" —a——
Weather 0 S ESlIS ) ’
5 years after the stock T :
Look it Up market crash, we ask:
City Guides Could it happen again?
Encarta « The 'bubble’ boys
Maps & Directions « Are 401(k)s safe?
‘White Pages
Yellow Pages
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Living & Finances
Autos
Careers & Jobs

< back

MSNBC NEWS
* Police: Break in Lefkow case
* Clinton surgery is 'low risk’

Scam alert: Don't respond to fake MSN e-mail

Credit Report - Jackson accuser takes stand Help protect your MSN Messenger from viruses
Dating & Personals .
Health & Fitness SPORTS BY | FOX | SPOM; Rather funny
House & Home * Colts willing to trade offensive star Cartoon send-off Dow 10,802.00 -3.62 Get Quote:
*Has Motre Dame's bubble burst? f h
Money or news anchor MASDAO  2.N4A.A9 - 14.A0 Go A4
< |
Q http:f{g.msn.comf0US!s6.68639_315529/HP. 1001 7http:/fmsn.careerbuilder.com/Custom/MShjCareera ® Internet
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“Drag and Drop”

CERT

Coordination
Center

* August 18, 2004

- Internet Explorer targeted

 February 25, 2005

- New variant targets Firefox 1.0
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25



CERT
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ignatures - Microsoft Internet Explorer

File Edit View Favorites Tools Help w
&] http: / fwww .Us-cert.gov/cas//tips/ST04-018.html v Go
-~
Home | FAQ | Contact | Privacy Policy | Unsubscribe from Al
UNITED STATES COMPUTER EMERGENCY READINESS TEAM
S il
MAati~n=! Cyvb=~ Aler Si'st=m
Cyber Security Tip ST04-018
Invisible JPEG
Understanding Digital Signatures nvisipie |
Digital signrtures are a way to verify that an email message is really from the person who supposedly sent it and that it hasn't been changed. Exploit I
What is a diqtal signature? I
You may have received emails that have a block o d num at the Hottom of the message. Although it may look like useless text or some kind of error, this information is actually a digital signature. To I
generate a 5ign;ure, a mathematical algorithm is |. dwmbwafhe informafion in a key with the information in the message. The result is a random-looking string of letters and numbers
Why would )lou use one? I
Because it is so_easy for attackers and viruses to qdc Using Caution with Ermail Attachments for more information), it is sometimes difficult to identify legitimate messages. Authenticity may bel
especially impo:l:nt for business correspondence: N p e to provide or verify information, you want to that the information is coming from the correct source. A signed message also
indicates that ctlanges have not been made to the|contént simee it was £ent; afy changes would cause the signature to break I
How does it lvork? . f
Before you can Inders(and how a digital signature|works, there are some termg you should know: I
o Keys - Kgys are used to create digital signftur For every signature, there is a public key and a private key. I
o Prikate key - The private key is the portion of the key ctually sign an email message. The private key is protected by a password, and you should never give your private key to anyone.
o Public key - The public key is the pdrion of the that ble to other people. Whether you upload it to a public key ring or send it to someone, this is the key other people can use to check your I
si*ature A list of other people who have signed your key is also included with your public key. You will only be able to see their identify if you already have their public keys on your key ring
e Key ring gA key ring contains public keys. You have a key ting that contains the keys of people who have sent you their keys or whose keys you have gotten from a public key server. A public key server comalnsl
keys of pRople who have chosen to upload their keys
e Fingerpritg - YWhen confirming a key, you will actually be confirming the unique series of letters and numbers that comprise the fingerprint of the key. The fingerprint is a different series of letters and numbers than I
the chunk of information that appears at the bottom of a signed email message
o Key cemlcates - ¥When you select a key on a key ring, you will usually see the key certificate, which contains information about the key, such as the key owner, the date the key was created, and the date the key
will expire
e "Web of ttust" - When someone signs your key, they are confirming that the key actually belongs to you. The more signatures you collect, the stronger your key becomes. If someone sees that your key has bee
signed bygother people that he or she trusts, he or she is more inclined to trust your key. Note: Just because someone else has trusted a key or you find it on a public key ring does not mean you should I
automatidally trust it. You should always verify the fingerprint yourself.
The process for Ireatlng, obtaining, and using keys is fairly straightforward I
S I I I I I DN DN I I IEE BEE BEE DN DN BGE BEE BEE DEN DEN BEN NN BN BN DEN BEE BEE BNE BEm e e B Em
1. Generate a key using software such as PGP, which stands for Pretty Good Privacy, or GnuPG, which stands for GNU Privacy Guard.
~
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« What is malicious code (malware)?

- Malware is a program designed with malicious intentions that
attempts to gain resources or information without the end
user’'s consent.
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« What are some of the ways malware can get onto
someone’s computer?

- Vulnerabilities in the Operating System (OS) or within the
software running

- Social engineering
- No Anti Virus (AV) or Anti Adware/Spyware protection
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« Common forms of malware:
- Worms
- Viruses
- Adware/Spyware
- Bots
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« Worms
- A program that replicates itself without human intervention.
- Examples: Blaster, Slammer, Nachi/Welchia
* Virus
- A program that replicates itself with human intervention.
- Examples: Netsky, Bagle, Funlove
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Adware/Spyware Goardi
 Adware
- Used by Marketing firms, bundled with popular programs or
services

- Primary purpose, monitor Internet surfing habits and report
back to a third party

- Target based advertising in the form of Pop-up windows

e Spyware

- Personal information stealing for financial gain
» Key logging, screen captures, sniffing traffic

- Ability to remotely control the host via a backdoor
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 Robot, automate tasks, simulate human behavior
* Grouped together to form a Bot Network

 IRC is commonly used as the Command and
Control (C&C)

« Some features include:

- Key logging, screen captures, sniffing traffic, port scanning,
DDoS, Proxy/Web/FTP/SMTP server...
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 Does anyone do any bill pay, shopping or trading

online?

 Does anyone know the difference between

fishing and phishing?

 Why is phishing being performed?
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 Customer
- Financial loss due to fraud
- ldentity theft
- Time due to fraud remediation
« Businesses
- Financial loss due to fraud liability
- Potential loss of business due to loss in customer trust
- Bad publicity
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 Why target one Internet browser or OS over

another? Why does Microsoft always seem to be
in the news?

* Internet Explorer holds about 90%* of the
browser market share and Microsoft Windows
holds about 90%** of the OS market share

*http.//www.websidestory.com/servicessolutions/datainsights/spotlight.html
**http://www.w3schools.com/browsers/browsers_stats.asp
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 Defense in depth
 External validation
« User education
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What we can do as a CERT

Coordination

community... Center

« Secure programming practices

 Two factor authentication

* Reporting of incidents to Law Enforcement (LE)
* Global enforcement of existing laws
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« A famous rapper said it best:

“It’s all about the Benjamins!”
- Puff Daddy 98

Today’s intruders are motivated by financial gain,
and there are many ways to reach that goal.
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Questions & Comments...
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